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Dear ASV Primary and Secondary Contacts: 

In the 15 April 2015 release of PCI DSS Version 3.1, Secure Sockets Layer (SSL) has been removed as an example 

of strong cryptography, and cannot be used as a security control after 30 June 2016.  Following the publication of PCI 

DSS v3.1 (and prior to 30 June 2016) entities with existing implementations that use SSL and/or early TLS must have 

a formal risk mitigation and migration plan in place.  Point of sale (POS) Point of interaction (POI) terminals (and the 

SSL/TLS termination points to which they connect) that can be verified as not being susceptible to any known exploits 

for SSL and early TLS, may continue using SSL and/or early TLS  as a security control after 30 June 2016.  For 

additional details, please see the PCI SSC Information Supplement, Migrating from SSL and Early TLS, which will be 

published on the PCI SSC website. 

Impact to ASV scan reports 

SSL v3.0 and early TLS contain a number of vulnerabilities, some of which currently result in a score of 4.3 on the 

Common Vulnerability Scoring System (CVSS) and are therefore leading to “Fail” results for scans. However, as 

there is no known way to remediate some of these vulnerabilities, the recommended mitigation is to migrate to a 

secure alternative as soon as possible. Entities that are unable to immediately migrate to a secure alternative should 

work with their ASV to document their particular scenario as follows: 

 Prior to 30 June 2016: Entities that have not completed their migration should provide the ASV with 

documented confirmation that they have implemented a risk mitigation and migration plan and are working 

to complete their migration by the required date. Receipt of this confirmation should be documented by the 

ASV as an exception under “Exceptions, False Positives, or Compensating Controls” in the ASV Scan 

Report Executive Summary and the ASV may issue a result of “Pass” for that scan component or host, if the 

host meets all applicable scan requirements. 

 After 30 June 2016: Entities that have not completely migrated away from SSL/early TLS will need to follow 

the Addressing Vulnerabilities with Compensating Controls process to verify the affected system is not 

susceptible to the particular vulnerabilities. For example, where SSL/early TLS is present but is not being 

used as a security control (e.g. is not being used to protect confidentiality of the communication).  

Entities with POS POI terminals and/or termination points that are verified as not being susceptible to the specific 

vulnerabilities may be eligible for a reduction in the NVD score for those systems.  In this scenario, the ASV must 
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provide (in addition to all the other required reporting elements) the following information in accordance with the ASV 

Program Guide: 

 The NVD rating of the vulnerability 

 The ASV’s rating of the vulnerability 

 Why the ASV disagrees with the NVD rating 

For example, the ASV could determine that a specific vulnerability has a higher difficulty to exploit in a particular POS 

POI environment than that defined by the general NVD scoring system. The ASV may then re-rank this element of 

the scoring system for the specific vulnerability, for systems in question. 

When making any adjustments of this type, the ASV must consider the scan customer’s unique environment, systems 

and controls, and not make such adjustments based on general trends or assumptions. The scan customer should 

work with their ASV to provide an understanding of their environment; otherwise the ASV will be unable to determine 

whether changing a CVSS score is appropriate. 

ASVs must exercise due diligence and due care when employing such concessions, and ensure there is sufficient 

evidence to support a change in the CVSS score.  All such changes must follow the process defined in the ASV 

Program Guide, and all ASV Scan Reports must be completed in accordance with the ASV Program Guide. 

If you have any questions, please contact the ASV Program Manager at asv@pcisecuritystandards.org.  

Thank you for your support in helping to ensure the quality of the ASV program. 

Regards, 

Gill Woodcock 

Director of Certification Programs 

PCI Security Standards Council 
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